VeroTek IT Service Position Descriptions

HelpDesk/Technical Support

Commercial Job Title:  Network Operations Center (NOC) Operator I

Minimum/General Experience:  Entry-level position. Requires positive work attitude, reliability in attendance, positive reference check and passes pre-employment drug screening.

Functional Responsibility:  Under supervision, work in the NOC following written procedures to accomplish Hourly items on the NOC checklist. Immediately escalate non-standard events to senior staff.

Minimum Education:  High School graduate  

Commercial Job Title:  Network Operations Center (NOC) Operator II
Minimum/General Experience:  6 months experience as an OPI, with positive performance reviews. Requires good phone skills, and the ability to positively interact with customers. 

Functional Responsibility:  Under supervision, work in the NOC following written procedures to accomplish more technical checklist tasks. Perform Backups, Password changes, User Properties, and Volume Purges. Work at the HelpDesk answering customer calls, logging them and answering Level I questions. Immediately escalate non-standard events to senior staff.

Minimum Education:  High School graduate  

Commercial Job Title:  Network Operations Center (NOC) Operator III
Minimum/General Experience:  6 months experience as an OPII, with positive performance reviews. . Requires good phone skills, and the ability to positively interact with customers. 

Functional Responsibility:  Work in the NOC following written procedures to accomplish operator level checklist tasks. Confirm Configurations, Generate data for customer SLA Reports, and maintain the monthly NOC schedule. Work on the HelpDesk answering customer calls, logging them and answering Level II questions. 

Minimum Education:  High School graduate, completion of internal Windows Operating System class.  

Commercial Job Title:  Install Technician
Minimum/General Experience:  Entry-level position. Requires positive work attitude, reliability in attendance, positive reference check, passes pre-employment drug screening, and basic hand tool skills.

Functional Responsibility: Onsite/depot unpacking of equipment, customer delivery, and basic setup 

Minimum Education:  High School graduate, Internal Basic Jobsite Safety 

Commercial Job Title:  Desktop Technician
Minimum/General Experience:  6 months experience as IT, OPII or equivalent, with positive performance reviews. Requires good customer communication skills and basic troubleshooting ability. 

Functional Responsibility: Onsite troubleshooting of standard workstation and Windows Operating System problems. Restoring workstations from standard Ghost image.

Minimum Education:  High School graduate, Internal Windows Operating System and Image training. 

Commercial Job Title:  Workstation Technician

Minimum/General Experience:  6 months experience as a DT, with positive performance reviews. 

Functional Responsibility:  Onsite/depot troubleshooting of more difficult Operating System and Hardware problems. Resolve Level II HelpDesk issues.

Minimum Education:  High School graduate with a CompTIA A+ certification

Commercial Job Title:  Technical Specialist

Minimum/General Experience:  6 months experience as a WT, with positive performance reviews. 

Functional Responsibility:  Basic network server and Cisco router maintenance and configuration.

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with a CompTIA Network+ certification.

Commercial Job Title:  Senior Technical Specialist

Minimum/General Experience:  6 months experience as TS or equivalent position, with positive performance reviews. 

Functional Responsibility:  Complete server, router and network system support responsibility

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with a CompTIA Server+ certification

Analysis/Project Management

Commercial Job Title:  Analyst

Minimum/General Experience:  2 years industry experience in network administration or desktop support, with positive performance reviews.

Functional Responsibility:  Work with NOC HelpDesk and Operators to analyze abnormal operating situations. Produce monthly client Service Level Agreement (SLA) reporting

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with a CompTIA A+ certification

Commercial Job Title:  Project Analyst

Minimum/General Experience:  2 years experience as an Analyst having final responsibility for generating client SLA reporting, positive performance reviews and good written and verbal skills.

Functional Responsibility:  Handles advanced network analysis issues, resolves Level III HelpDesk issues. Researches new hardware and software products and makes recommendations for new standards.

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with a CompTIA Server+ certification.

Commercial Job Title:  Project Analyst II

Minimum/General Experience:  5 years of industry experience, positive performance reviews, excellent written and verbal skills

Functional Responsibility:  Analyze customer and company requirements, review industry products and services, and make decisions for new hardware and software standards.

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with a CompTIA Network+ certification.

Commercial Job Title:  Project Manager

Minimum/General Experience:  10 years of industry experience, significant technical certifications and specific Project Management in large technical projects.

Functional Responsibility:  Complete Project Management for in-house or client projects

Minimum Education:  Masters Degree in Business Administration, Computer Sciences or equivalent military or commercial experience. Industry training in project management techniques and software.

Security

Commercial Job Title:  Security Operator I

Minimum/General Experience:  6 months experience as OP II, positive performance reviews, background check, and ability to obtain a security clearance.

Functional Responsibility:  Under supervision, perform security checklist tasks, and monitor Intrusion Detection System.

Minimum Education:  High School graduate.

Commercial Job Title:  Security Operator II

Minimum/General Experience:  6 months experience as SO I, positive performance reviews, and ability to obtain a security clearance.

Functional Responsibility:  Perform security system checklist tasks, monitor Intrusion Detection System, and report “positives” to senior staff.

Minimum Education:  High School graduate.

Commercial Job Title:  Security Specialist

Minimum/General Experience:  1 year experience as SO II, positive performance reviews, and ability to obtain a security clearance.

Functional Responsibility:  Operate IDS, perform system signature updates, verify correct system performance and perform basic analysis for false positives.

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with CompTIA Security+ certification

Commercial Job Title:  Security Specialist II

Minimum/General Experience:  2 years experience as SS or equivalent industry experience, positive performance reviews, and ability to obtain a security clearance.

Functional Responsibility:  Perform basic analysis of threats and recommend action. Produce client SLA reports

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with industry certification in security analysis. 

Commercial Job Title:  Security Analyst

Minimum/General Experience:  5 years industry experience operating IDS systems, basic threat analysis, and ability to obtain a Secret security clearance.

Functional Responsibility:  Plan/Coordinate response to large system-wide incidents

Minimum Education:  Bachelor Degree in Computer Science or equivalent technical experience, with GIAC certification or equivalent.

Commercial Job Title:  Senior Security Analyst

Minimum/General Experience:  7 years industry experience in advanced security roles and responsibilities and ability to obtain a Top Secret security clearance.

Functional Responsibility:  Full security system design, operations and monitoring responsibility

Minimum Education:  Masters Degree in Business Administration, Computer Sciences or equivalent military or commercial experience. CISSP certification.

Cabling Systems

Commercial Job Title:  Cabling Technician I

Minimum/General Experience:  Entry-level position. Requires positive work attitude, reliability in attendance, positive reference check, passes pre-employment drug screening, and basic hand tool skills.

Functional Responsibility:  Assist in the installation of voice and data cabling and fiber. Loading, unloading and placing of equipment. Climbing ladders, working in crawl and ceiling spaces.

Minimum Education:  High School graduate. Internal Basic Jobsite Safety

Commercial Job Title:  Cabling Technician II

Minimum/General Experience:  1 year experience as a CT I with positive performance reviews or equivalent industry experience. 

Functional Responsibility:  Installation of Cat5E/6 and multimode fiber cable systems.

Minimum Education:  High School graduate and BICSI Certified Installer

Commercial Job Title:  Cabling Supervisor

Minimum/General Experience:  2 years experience as a CT II with positive performance reviews or equivalent industry or military experience. 

Functional Responsibility:  Supervision of job site, training, testing and certification of installation.

Minimum Education:  Bachelor Degree or equivalent industry experience, BICSI Certified Technician

Training

Commercial Job Title:  IT Instructor I

Minimum/General Experience:  2 years industry experience in a training role, good people skills, good presentation skills, good technical understanding of the required specific field. Ability to obtain a security clearance.

Functional Responsibility:  Deliver standup instruction on technical areas to small groups of students.

Minimum Education:  Bachelor Degree or equivalent technical experience.

Commercial Job Title:  IT Instructor II

Minimum/General Experience:  5 years industry experience delivering training, excellent people skills, excellent presentation skills, ability to deliver training on complex technical subjects to mixed skill audiences. Ability to obtain a security clearance.

Functional Responsibility:  Deliver standup instruction on the most complex of technical subjects to medium-sized groups of students.

Minimum Education:  Masters Degree or equivalent industry or military experience, plus Industry certifications in the field to be taught.

Commercial Job Title:  Senior Training Developer

Minimum/General Experience:  7 Years experience as an IT II delivering training, with the ability to analyze complex technical environments and design training course using a variety of delivery modes including: standup, web-based and Video/DVD. Ability to obtain a security clearance.

Functional Responsibility:  Develop new training deliverables per client request.

Minimum Education:  Masters Degree in Educational Technology of equivalent industry experience, plus industry certification in the respective subject areas.

System Design

Commercial Job Title:  Senior Network & Facility Designer

Minimum/General Experience:  15 years of documented facility design experience, with excellent customer performance recommendations. 

Functional Responsibility:  Complete responsibility for network and facility design projects at the enterprise level.

Minimum Education:  Masters Degree in Computer Science, Engineering or equivalent industry and military experience. CISSP, BICSI RCDD/LAN certification, Cisco router certification, State Licensed contractor, and multiple vendor NOS certifications.

