VeroTek
 

“Technology Working for People”

July 19, 2005

NMCI Thoughts for COTS

As VeroTek has supported NMCI integration for a number of Anti-terrorism/Force Protection projects, it has become obvious that a lot of the frustration and project delays that have occurred, could have been easily eliminated if vendors of software or systems and their Navy sponsors were give a few simple “heads-up” on what was involved in DoD security, and NMCI integration in particular. This paper was written in an attempt to pass on “lessons learned” to anyone getting ready to integrate COTS (Commercial off the shelf) solutions for the Navy. This information is FYI from VeroTek’s experience, and should not be taken as any form of a directive from the Navy. Also, please do not blame the Navy if VeroTek got any of this wrong.

NMCI Overview

NMCI stand for “Navy Maine Corps Internet”, and it is the Navy solution for an enterprise-wide network within the CONUS (Continental U.S.).  As you work with some Navy clients, you will encounter a lot of grousing about having to comply with the NMCI environment. At times, this complaining can become pretty acerbic, and without being an apologist for things that could have gone better, I suggest we all back off for a second and take the 30,000 foot view. As all organizations did, commercial or military, the Navy first embraced technology at the local organization level, growing over the years to base or ship centric networks. The problem the Navy faced, as does every large organization in the world, is … so now I want to deploy the mission-critical Aardvark software to every seat in the Navy …. How do I do it? And of course, the answer is “You can’t”. There is absolutely no way any large organization is going to deploy enterprise-wide applications without some form of a standardized environment. If it turns out the “Aardvark” system is important, that can be bad news for our country. For a solution, the Navy entered a contract with EDS to deploy the NMCI environment to all shore-based Navy sites within CONUS. It’s using a solution called ONE-NET overseas, and the other military branches are each considering their own solutions with very similar characteristics. In the near future, the Navy will be rolling up NMCI, ONE-NET and the afloat IT-21 into an umbrella called FORCEnet, which in turn will roll up to a DoD solution called the GIG (Global Information Grid).

The NMCI contract involves a standard desktop (Dell) with Microsoft Office and a small set of utilities for all NMCI seats. In addition, EDS is responsible for owning and operating the servers, facility cabling, wide area network (WAN) components, HelpDesk, etc for the entire enterprise. In order for this environment to remain secure, a fairly strict set of workstation profiles and boundary firewalls and rule sets had to be put in place. Now, one can stand around the water cooler and argue all day long about whether EDS and/or the Navy did this correctly, but the fact remains a structured enterprise network solution had to evolve for the Navy to perform it’s network centric-warfare mission. None of FORCEnet or GIG was going to happen until the standardized infrastructure was in place. 

Your Navy customers will obtain services from EDS by ordering what’s called a “CLIN” which is a long-time contract term meaning “Contract Line Item Number”. But the word “CLIN” has almost taken a life of it’s own in the world of NMCI. Every computer, wall outlet, printer, special server hookup, engineering help, software added, that you could dream of is represented by a “CLIN” number in the contract. For example, a common desktop computer is a CLIN0001AA, while an additional server is a CLIN00027. The current list of CLINs is located at: http://www.nmci-eds.com/clinlist.htm
Software that might be group or site specific has to be “pushed” out to those clients in some controlled/able manner, and the NMCI project uses a software tool called “Radia” to push out applications based on Active Directory group membership. As you can imagine, rolling out software U.S.-wide has it’s set of challenges, so there are CLIN00047/48 items to get your software tested and Windows Installer packaged so it can be “pushed” through the Radia process. Don’t imagine for a second you can bypass this process. The workstation profiles are 100% locked down and you will not be allowed to locally install software at a customer site.

With a standardized set of workstations, servers and network admin in place, and the CONUS connectivity of the NMCI, the issue of security raises its ugly head. If the network is wide open within the enclave, and a bad guy knows the hardware and software signature of every user, you have to be certain they (bad guys) cannot easily penetrate the castle walls. And, from this requirement stems the invocation of the DoD UTNProtect rule set for all enclave boundaries. All of us can understand the Navy must place significant restrictions on traffic from outside to inside the NMCI world. None of us would do it any differently given the responsibility.

My point is that the Navy NMCI solution is pretty standard, pretty simple and very sensical. It’s the same thing any of us would have done given the responsibility. So, I suggest we relax, learn the rules and get on with the process. As we learn how to conform our software and systems to the NMCI rule set, we learn how to conform it to all enterprise solutions and everyone ends up with a better product.

Process Steps

Do not take this as gospel, because it changes in real time (, but here are the basic steps to get your system into the NMCI and keep your customer happy.

DADMS – DON (Department of Navy) Application and Database Management Systems is a repository of every application in use by the Navy, or proposed for acceptance. This is the database where the Functional Area Manager (FAM) will Approve or AWR (Allow with Restrictions) or Disapprove your application. Don’t go very far before you get registered, and the registration has to be handled by the Echelon II command that is the umbrella for your end customer. So, to sound like you know what you’re doing, the dialog should go something like: “Sir, who is our Echelon II DADMS contact that I can work with to get this entered?” Please understand that in most cases the answer will be “Huh?” but at least you sounded knowledgeable, and together you can start working your way up the chain of command to find the DADMS person.

FAM – Functional Area Manager is the person designated to oversee all of the applications in a given area like: Weapons, Legal, Logistics, etc. The Dept. of the Navy - Chef Information Officer (DON CIO) has assigned each of these areas to a major command within the Navy, and in turn they have designated staff to handle this function. The concept is that the FAM will have the broad Navy view of applications within their area, with the intent of reducing duplication on one hand, reducing wasteful spending, and also identifying unmet needs. It’s important to understand in the short term, their default answer will probably be a resounding “No”, based on their crushing responsibility to rationalize the tens of thousands of Navy applications down to a manageable level. So, before you approach them, you and your Navy customer really need to have thought through your business case and done your due diligence in seeing if there are existing solutions that already meet the requirements. If your Widget is a duplication, it’s not going to get FAM approved … and, it shouldn’t. Go back and find a problem the Navy doesn’t have solved yet …. And don’t worry, in that realm there’s plenty of work for all of us to do. 

SSAA/DITSCAP/DIACAP – Although I’ve listed this after FAM, this process need to start and run in parallel with the FAM/CLIN/NMCI process. DITSCAP is the acronym for DoD Information Technology Security Certification and Accreditation. Notice the title says “DoD”, so this refers to all branches of the military and the DoD DISN network. DITSCAP is the security process every system must pass through to assure the DoD that it’s ready for prime time. The process is a 4 Phase process that starts with project understanding, moves to system descriptions, testing, an issuance of an Approval to Operate (ATO) (The Holy Grail by the way) or an Interim Approval to Operate (IATO). As you go through the process, a document is produced called a System Security Authorization Agreement (SSAA), that will be updated at each phase and live with the system forever in the fourth phase of the process called “Post Accreditation”.

The players involved will be your Navy customer, you as the developer, a Certification Authority (CA) which in our neck of the woods is the security folks at SPAWAR Code 160IA and SSC Code 287, and the Designated Approving Authority (DAA) which has been designated for all Navy systems to be Naval Network Warfare Command (NAVNETWARCOM). 

Be brave, go ahead and get copies of the instruction DoD 5200.40 and the easily readable ( manual DoD 8510.1-M. In all seriousness, once you read the process, it’s well thought out, flexible and covering an important area. It’s not as hard as you’ve been told, and it’s required. Also, don’t be freaked out when someone tells you “Doesn’t matter, DITSCAP is being replaced by DIACAP”. There is a new process about to be released that is a somewhat streamlined and more flexible version of DITSCAP, and everyone will need to transition …. But it’s not conceptually different. I’ve also written a little longer introduction to the DITSCAP process that you can download and use as a tutorial.

Your system is not going on any DoD network anywhere until it has passed through DITSCAP and issued either an IATO or ATO, so get started right away.

CLIN Ordering – So, you got entered in DADMS, worked the FAM approval process and have your IATO in your hot hand. Now you go to your Echelon II customers Contract Technical Representative (CTR) and get them to enter your system into ISF Tools which is the database of systems for NMCI. Once this is done, you can have the CLIN orders placed to get your system integration started. Expect the input and approval process to take a month or so …. Look, I know Amazon can do it in a day, but this goes back and forth between EDS and Navy Procurement as a part of the NMCI contract. Then once the order is entered on the RAP Tool, it will take around 2 months to get installed in the NMCI fulfillment process.

Sustainability – When you went through the DITSCAP process, you saw they were concerned that provisions had been made for the sustainability of the system. The days of tagging a customer with the system and running for the door are gone. Your Navy customer is going to be 100% on the hook for keeping your system updated with the latest IAVA patches. That means that many times a year the customer will be making changes to the O/S and config settings, and if that “breaks” your application they will be calling your HelpDesk for a solution. If you expect to be a long-term supplier to the Navy, set up a small test lab, and keep a sample system running the same IAVA level as the Navy so you can anticipate or at least replicate the problem.

Also, you need to think through system administration. The base systems within NMCI are centrally administered by EDS, but they’re not going to run yours for your customer. If it was installed as a CLIN00027 server, the Navy customer is responsible for running it. But it has to live in an “accredited” space, and your firm will not be allowed remote access for troubleshooting or admin. You need to plan adequate training for your customer on an initial and ongoing basis if you want the project to remain a success.

Gotchas

Having done this for a couple of years now, here’s my hot list of things I’ve seen go badly, over and over again …. Hopefully with the intent of helping you avoid them.

Cart before the Horse – As a COTS vendor, you’ve been in contact with your Navy customer and both of you are all excited about the Widget that you’ve invented. The Navy customer finds some money, buys your widget and when you walk onto the base to install it, you walk right into the fan.  It is very important to work with your customer to establish prior contact with the correct FAM. There should be better terminology, but you need to get your application “socialized”. And, I don’t mean that in a flippant way, you need to have everyone in the chain … Customer, FAM, NETWARCOM, SPAWAR, EDS having heard about your application. Think about it from their perspective …. they’re trying to drain the swamp and applications with acronyms are flying at them …. In that kind of environment it’s easier to say “no” first and then let it sort itself out. You want everyone to have heard of your app and already be nodding in the up and down direction. Or, you want to know the problems and fix them during the cheap phase of the project.

NMCI Standards – I wish (I actually don’t) I had a dollar for every time a vendor had explained in a briefing their system ran on XP (I know this will change) and we explained to them, they needed to go home and make it run on Win2K or forget about it. Lots of sad faces. Just last week a vendor explained the reason their demo didn’t work is that the Navy had the “wrong” version of java on the machine, and it would just take a minute to update it …. Back home they went. 

Security “Gold Disk” – There are several things in our industry called gold disks. What I refer to here is the DISA (Defense Information Systems Agency) “Gold Disk” which is an application that tests a workstation or server running one of the approved Windows O/S’s for compliance with the correct patches, upgrades and configuration settings. These settings are strict, as you would imagine, but not at all impossible. It’s just that Windows ships with a very loose default setup, and no matter how many times I’ve pre-warned a vendor, I’ve never seen a system unboxed for a demo or pilot and have it pass. Then we watch it get re-boxed and headed home. Work with your Navy customer and get the system pre-tested and work internally to sort out the implications of these configuration changes. And, don’t even remotely dream that you get to have all of those goofy test users and backdoor users that seem to appear with systems. Your equipment is going into a very structured and controlled environment, as it should be.

IAVA – Information Assurance Vulnerability Alert is the DoD term for the patch process. Don’t start if you’re not patched to the latest IAVA levels, and understand that your customer will be required by DoD and Navy regulations to apply IAVA patches as they are distributed. Which means you should be watching and testing to that same level back at your support group. Otherwise an IAVA patch will cause a problem and it will take much longer than necessary to chase it down.

Fibbing about Connectivity – Many times (most times) we see block diagrams of systems and data flows, where every vendor describes the “only” communications that occurs over the network (  Then once it gets hooked up in test with SNORT and Ethereal watching the network, Lo-and-Behold there seems to be “other” communications going on between the systems. Before your system is deployed in the NMCI or any other DoD network for that matter, it’s going to pass the ST&E testing of the DITSCAP process, and this will stick out like a sore thumb. Many times we discovered the vendor rep was being honest and had no idea the communication was occurring. Many times, the developers forgot to mention a “simple” ftp back to the company, or a sub-module incorporated into the application is generating the traffic. Stick you application on Ethereal and SNORT and see what its doing before you get embarrassed out at the Navy site.

I hope this document has helped, and maybe provided some encouragement. The overall process may seem daunting at first, but it really is very rational and you can do it. The really big problem is that people …. both vendors and Navy customers hear about these issues late in the game and then the entire process seems overwhelming, or it seriously delays an important test or pilot project.

My advice … start early, and don’t get (too) frustrated. (
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