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Configuring IGMP Snooping and MVR

This chapter describes how to configure Internet Group Management Protocol (IGMP) snooping on the
Catalyst 2960 switch, including an application of local IGMP snooping, Multicast VLAN Registration
(MVR). It also includes procedures for controlling multicast group membership by using IGMP filtering
and procedures for configuring the IGMP throttling action.

For complete syntax and usage information for the commands used in this chapter, see the switch
command reference for this release and the “ 1P Multicast Routing Commands” section in the Cisco |OS
IP Command Reference, Volume 3 of 3:Multicast, Release 12.2.

This chapter consists of these sections:
« Understanding IGMP Snooping, page 20-1
« Configuring IGMP Snooping, page 20-6
- Displaying IGMP Snooping Information, page 20-15
« Understanding Multicast VLAN Registration, page 20-17
- Configuring MVR, page 20-19
« Displaying MVR Information, page 20-23
« Configuring IGMP Filtering and Throttling, page 20-23
« Displaying IGMP Filtering and Throttling Configuration, page 20-28

You can either manage | P multicast group addresses through features such as |GM P snooping and MV R,
or you can use static | P addresses.

Understanding IGMP Snooping

Layer 2 switches can use IGMP snooping to constrain the flooding of multicast traffic by dynamically
configuring Layer 2 interfaces so that multicast traffic is forwarded to only those interfaces associated
with |P multicast devices. Asthe name implies, IGMP snooping requires the LAN switch to snoop on
the IGMP transmissions between the host and the router and to keep track of multicast groups and
member ports. When the switch receives an IGMP report from a host for a particular multicast group,
the switch adds the host port number to the forwarding table entry; when it receives an IGMP Leave
Group message from a host, it removes the host port from the table entry. It also periodically deletes
entries if it does not receive IGMP membership reports from the multicast clients.
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For more information on |P multicast and IGMP, see RFC 1112 and RFC 2236.

The multicast router sends out periodic general queriesto all VLANS. All hosts interested in this
multicast traffic send join requests and are added to the forwarding table entry. The switch creates one
entry per VLAN in the IGMP snooping | P multicast forwarding table for each group from which it
receives an IGMP join request.

The switch supports | P multicast group-based bridging, rather than MAC-addressed based groups. With
multicast MAC address-based groups, if an |P address being configured translates (aliases) to a
previously configured MAC address or to any reserved multicast MAC addresses (in the range
224.0.0.xxx), the command fails. Because the switch uses | P multicast groups, there are no address
aliasing issues.

The IP multicast groups learned through |GMP snooping are dynamic. However, you can statically
configure multicast groups by using the ip igmp snooping vlan vlan-id static ip_address inter face
interface-id global configuration command. If you specify group membership for a multicast group
address statically, your setting supersedes any automatic manipulation by IGMP snooping. Multicast
group membership lists can consist of both user-defined and | GM P snooping-learned settings.

You can configure an IGMP snooping querier to support IGMP snooping in subnets without multicast
interfaces because the multicast traffic does not need to be routed. For more information about the IGMP
snooping querier, see the “ Configuring the IGMP Snooping Querier” section on page 20-14.

If aport spanning-tree, aport group, or aVLAN ID change occurs, the |GM P snooping-learned multicast
groups from this port on the VLAN are deleted.

These sections describe IGMP snooping characteristics:
e IGMP Versions, page 20-2
« Joining a Multicast Group, page 20-3
« Leaving aMulticast Group, page 20-5
« Immediate Leave, page 20-5
» |IGMP Configurable-L eave Timer, page 20-5
» |IGMP Report Suppression, page 20-5

IGMP Versions

Note

The switch supports IGMP Version 1, IGMP Version 2, and IGMP Version 3. These versions are
interoperable on the switch. For example, if IGMP snooping is enabled on an IGMPv2 switch and the
switch receives an IGMPv3 report from a host, the switch can forward the IGMPv3 report to the
multicast router.

The switch supports | GM Pv3 snooping based only on the destination multicast MAC address. It does not
support snooping based on the source MAC address or on proxy reports.

An IGMPv3 switch supports Basic | GMPv3 Snooping Support (BISS), which includes support for the
snooping features on IGMPv1 and IGMPv2 switches and for | GMPv3 membership report messages.
BISS constrains the flooding of multicast traffic when your network includes |GMPv3 hosts. It
constrains traffic to approximately the same set of ports as the IGMP snooping feature on IGMPv2 or
IGMPv1 hosts.
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Note  IGMPv3join and leave messages are not supported on switches running IGMP filtering or MVR.

An IGMPv3 switch can receive messages from and forward messages to a device running the Source
Specific Multicast (SSM) feature. For more information about source-specific multicast with IGMPv3
and IGMP, see the following URL:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121newft/121t/121t5/dtssm5t.htm

Joining a Multicast Group

When a host connected to the switch wants to join an IP multicast group and it is an IGMP Version 2
client, it sends an unsolicited IGM P join message, specifying the |P multicast group to join.
Alternatively, when the switch receives ageneral query from the router, it forwards the query to all ports
intheVLAN. IGMP Version 1 or Version 2 hosts wanting to join the multicast group respond by sending
ajoin message to the switch. The switch CPU creates a multicast forwarding-table entry for the group if
it isnot already present. The CPU also adds the interface where the join message was received to the
forwarding-table entry. The host associated with that interface receives multicast traffic for that
multicast group. See Figure 20-1.

Figure 20-1 Initial IGMP Join Message
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Router A sends a general query to the switch, which forwards the query to ports 2 through 5, which are
all members of the same VLAN. Host 1 wantsto join multicast group 224.1.2.3 and multicastsan IGMP
membership report (IGMP join message) to the group. The switch CPU usestheinformationinthe | GMP
report to set up a forwarding-table entry, as shown in Table 20-1, that includes the port numbers
connected to Host 1 and the router.

Table 20-1 IGMP Snooping Forwarding Table
Destination Address Type of Packet Ports
224.1.2.3 IGMP 1,2

The switch hardware can distinguish IGMP information packets from other packets for the multicast
group. The information in the table tells the switching engine to send frames addressed to the 224.1.2.3
multicast |P address that are not IGMP packets to the router and to the host that has joined the group.

If another host (for example, Host 4) sends an unsolicited IGMP join message for the same group
(Figure 20-2), the CPU receives that message and adds the port number of Host 4 to the forwarding table
as shownin Table 20-2. Note that because the forwarding table directs |GM P messages only to the CPU,
the message is not flooded to other ports on the switch. Any known multicast traffic is forwarded to the
group and not to the CPU.

Figure 20-2 Second Host Joining a Multicast Group
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Table 20-2 Updated IGMP Snooping Forwarding Table
Destination Address Type of Packet Ports
224.1.2.3 IGMP 1,25
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Leaving a Multicast Group

The router sends periodic multicast general queries, and the switch forwards these queries through all
portsin the VLAN. Interested hosts respond to the queries. If at least one host in the VLAN wishes to
receive multicast traffic, the router continues forwarding the multicast traffic to the VLAN. The switch
forwards multicast group traffic only to those hosts listed in the forwarding table for that IP multicast
group maintained by |GMP snooping.

When hosts want to leave a multicast group, they can silently leave, or they can send aleave message.
When the switch receives a leave message from a host, it sends a group-specific query to learn if any
other devices connected to that interface are interested in traffic for the specific multicast group. The
switch then updates the forwarding table for that MAC group so that only those hosts interested in
receiving multicast traffic for the group arelisted in the forwarding table. If the router receives no reports
from a VLAN, it removes the group for the VLAN from its IGM P cache.

Immediate Leave

Immediate Leave is only supported on IGMP Version 2 hosts.

The switch uses IGMP snooping Immediate L eave to remove from the forwarding table an interface that
sends a leave message without the switch sending group-specific queries to the interface. The VLAN
interfaceis pruned from the multicast tree for the multicast group specified in the original leave message.
Immediate Leave ensures optimal bandwidth management for all hosts on a switched network, even
when multiple multicast groups are simultaneously in use.

Note  You should only use the Immediate Leave feature on VLANs where a single host is connected to each
port. If Immediate Leave is enabled in VLANSs where more than one host is connected to a port, some
hosts might inadvertently be dropped.

For configuration steps, see the “Enabling IGMP Immediate Leave” section on page 20-10.

IGMP Configurable-Leave Timer

You can configure the time that the switch waits after sending a group-specific query to determine if
hosts are still interested in a specific multicast group. The IGMP leave response time can be configured
from 100 to 5000 milliseconds. The timer can be set either globally or on aper-VLAN basis. The VLAN
configuration of the leave time overrides the global configuration.

For configuration steps, see the “Configuring the IGMP Leave Timer” section on page 20-11.

IGMP Report Suppression
~

Note  IGMP report suppression is supported only when the multicast query has IGMPv1 and IGMPv2 reports.
This feature is not supported when the query includes IGMPv3 reports.
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The switch uses IGMP report suppression to forward only one IGMP report per multicast router query
to multicast devices. When IGMP router suppression is enabled (the default), the switch sends the first
IGMP report from all hosts for a group to all the multicast routers. The switch does not send the
remaining IGMP reports for the group to the multicast routers. This feature prevents duplicate reports
from being sent to the multicast devices.

If the multicast router query includes requests only for IGMPv1 and IGMPv2 reports, the switch
forwards only the first IGMPv1 or IGMPv2 report from all hosts for agroup to all the multicast routers.

If the multicast router query also includesrequestsfor IGMPv3 reports, the switch forwardsall IGMPv1,
IGMPv2, and IGM Pv3 reports for a group to the multicast devices.

If you disable IGMP report suppression, all IGMP reports are forwarded to the multicast routers. For
configuration steps, see the “Disabling IGMP Report Suppression” section on page 20-15.

Configuring IGMP Snooping

I GM P snooping allows switchesto examine | GM P packets and make forwarding decisions based on their
content. These sections contain this configuration information:

« Default IGMP Snooping Configuration, page 20-6

« Enabling or Disabling IGMP Snooping, page 20-7

« Setting the Snooping Method, page 20-8

- Configuring a Multicast Router Port, page 20-9

« Configuring a Host Statically to Join a Group, page 20-10
- Enabling IGMP Immediate L eave, page 20-10

« Configuring the IGMP Leave Timer, page 20-11

« Configuring TCN-Related Commands, page 20-12

» Configuring the IGMP Snooping Querier, page 20-14

» Disabling IGMP Report Suppression, page 20-15

Default IGMP Snooping Configuration

Table 20-3 shows the default | GM P snooping configuration.

Table 20-3 Default IGMP Snooping Configuration

Feature Default Setting

IGMP snooping Enabled globally and per VLAN
Multicast routers None configured

Multicast router learning (snooping) method PIM-DVMRP

IGMP snooping Immediate Leave Disabled

Static groups None configured

TCN! flood query count 2

TCN query solicitation Disabled
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Table 20-3 Default IGMP Snooping Configuration (continued)
Feature Default Setting
IGMP snooping querier Disabled
IGMP report suppression Enabled

1. TCN = Topology Change Notification

Enabling or Disabling IGMP Snooping

By default, IGMP snooping is globally enabled on the switch. When globally enabled or disabled, it is
also enabled or disabled in al existing VLAN interfaces. IGMP snooping is by default enabled on all
VLANS, but can be enabled and disabled on a per-VLAN basis.

Global IGMP snooping overridesthe VLAN IGMP snooping. If global snooping is disabled, you cannot
enable VLAN snooping. If global snooping is enabled, you can enable or disable VLAN snooping.

Beginning in privileged EXEC mode, follow these steps to globally enable |GM P snooping on the

switch:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  ip igmp snooping Globally enable IGMP snooping in all existing VLAN interfaces.
Step3  end Return to privileged EXEC mode.
Step4  copy running-config startup-config (Optional) Save your entries in the configuration file.
To globally disable IGMP snooping on all VLAN interfaces, use the no ip igmp snooping global
configuration command.
Beginning in privileged EXEC mode, follow these stepsto enable IGMP snooping on aVLAN interface:
Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  ip igmp snooping vlan vlan-id Enable IGMP snooping on the VLAN interface.The VLAN ID range
is1to 1001 and 1006 to 4094.
Note IGMP snooping must be globally enabled before you can
enable VLAN snooping.
Step3  end Return to privileged EXEC mode.
Step4  copy running-config startup-config (Optional) Save your entries in the configuration file.
To disable IGMP snooping on a VLAN interface, use the no ip igmp snooping vian vlian-id global
configuration command for the specified VLAN number.
Catalyst 2960 Switch Software Configuration Guide
[ oL-8603-01 .m



Chapter 20 Configuring IGMP Snooping and MVR |

I Configuring IGMP Snooping

Setting the Snooping Method

Step 1
Step 2

Step 3
Step 4
Step 5

Multicast-capable router ports are added to the forwarding table for every Layer 2 multicast entry. The
switch learns of such ports through one of these methods:

« Snooping on IGMP queries, Protocol Independent Multicast (PIM) packets, and Distance Vector
Multicast Routing Protocol (DVMRP) packets

- Listening to Cisco Group Management Protocol (CGMP) packets from other routers

- Statically connecting to a multicast router port with the ip igmp snooping mrouter global
configuration command

You can configure the switch either to snoop on IGMP queries and PIM/DV MRP packets or to listen to
CGMP self-join or proxy-join packets. By default, the switch snoops on PIM/DVMRP packets on all
VLANS. To learn of multicast router ports through only CGMP packets, use theip igmp snooping vian
vlan-id mrouter learn cgmp global configuration command. When this command is entered, the router
listens to only CGMP self-join and CGMP proxy-join packets and to no other CGM P packets. To learn
of multicast router ports through only PIM-DVMRP packets, use the ip igmp snooping vlan vlan-id
mrouter learn pim-dvmrp global configuration command.

S
Note  If you want to use CGMP as the learning method and no multicast routersin the VLAN are CGMP
proxy-enabled, you must enter the ip cgmp router-only command to dynamically access the router.
Beginning in privileged EXEC mode, follow these stepsto alter the method in which aVLAN interface
dynamically accesses a multicast router:
Command Purpose
configure terminal Enter global configuration mode.

ip igmp snooping vlan vlian-id mrouter Enable IGMP snoopingonaVLAN. The VLAN ID rangeis1to 1001
learn {cgmp | pim-dvmrp} and 1006 to 4094.

Specify the multicast router learning method:

« cgmp—-Listen for CGMP packets. This method is useful for
reducing control traffic.

= pim-dvmrp—Snoop on IGMP queriesand PIM-DV M RP packets.
Thisis the default.

end Return to privileged EXEC mode.
show ip igmp snooping Verify the configuration.
copy running-config startup-config (Optional) Save your entries in the configuration file.

Toreturn to the default learning method, use the no ip igmp snooping vlan vian-id mrouter learn cgmp
global configuration command.
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This example shows how to configure IGMP snooping to use CGM P packets as the learning method:

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 1 mrouter learn cgmp
Switch(config)# end

Configuring a Multicast Router Port

To add a multicast router port (add a static connection to a multicast router), use theip igmp snooping
vlan mrouter global configuration command on the switch.

Beginning in privileged EXEC mode, follow these steps to enable a static connection to a multicast

router:
Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2 ip igmp snooping vlan vlan-id mrouter Specify the multicast router VLAN ID and the interface to the
interface interface-id multicast router.
e TheVLAN ID rangeis 1to 1001 and 1006 to 4094.
- Theinterface can be a physical interface or a port channel.
The port-channel rangeis 1 to 6.
Step3  end Return to privileged EXEC mode.
Step4  show ip igmp snooping mrouter [vlan vlan-id] |Verify that IGMP snooping is enabled on the VLAN interface.
Step5  copy running-config startup-config (Optional) Save your entries in the configuration file.

To remove a multicast router port from the VLAN, use the no ip igmp snooping vlan vlian-id mrouter
interface interface-id global configuration command.

This example shows how to enable a static connection to a multicast router:

Switch# configure terminal

Switch(config)# ip igmp snooping vlan 200 mrouter interface gigabitethernet0/2
Switch(config)# end
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Configuring a Host Statically to Join a Group

Hosts or Layer 2 ports normally join multicast groups dynamically, but you can also statically configure
a host on an interface.

Beginning in privileged EXEC mode, follow these stepsto add aL ayer 2 port as a member of amulticast

group:
Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  ip igmp snooping vlan vlan-id static ip_address |Statically configure aLayer 2 port as a member of a multicast
interface interface-id group:
- vlan-id isthe multicast group VLAN ID. Therangeis1to
1001 and 1006 to 4094.
e ip-addressisthe group IP address.
« interface-id is the member port. It can be a physical
interface or a port channel (1 to 6).
Step3  end Return to privileged EXEC mode.
Step4  show ip igmp snooping groups Verify the member port and the | P address.
Step5  copy running-config startup-config (Optional) Save your entries in the configuration file.

To remove the Layer 2 port from the multicast group, use the no ip igmp snooping vlan vlan-id static
mac-address inter face interface-id global configuration command.

This example shows how to statically configure a host on a port:

Switch# configure terminal
Switch(config)# ip igmp snooping vlan 105 static 224.2.4.12 interface gigabitethernet0/1
Switch(config)# end

Enabling IGMP Immediate Leave

When you enable IGMP Immediate L eave, the switch immediately removes a port when it detects an
IGMP Version 2 leave message on that port. You should only use the Immediate-L eave feature when
there is a single receiver present on every port in the VLAN.

Note  Immediate Leave is supported only on IGMP Version 2 hosts.

Beginning in privileged EXEC mode, follow these steps to enable IGMP Immediate L eave:

Command Purpose

Stepl  configureterminal Enter global configuration mode.

Step2  ip igmp snooping vlan vian-id Enable IGMP Immediate Leave on the VLAN interface.
immediate-leave

Step3  end Return to privileged EXEC mode.
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Step 5
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Command

Purpose

show ip igmp snooping vlan vlian-id

Verify that Immediate Leave is enabled on the VLAN interface.

copy running-config startup-config

(Optional) Save your entries in the configuration file.

To disable IGMP Immediate Leave on a VLAN, use the no ip igmp snooping vian vlan-id
immediate-leave global configuration command.

This example shows how to enable IGMP Immediate Leave on VLAN 130:

Switch# configure terminal

Switch(config)# ip igmp snooping vlan 130 immediate-leave

Switch(config)# end

Configuring the IGMP Leave Timer

Follows these guidelines when configuring the IGMP |eave timer:

= You can configure the leave time globally or on a per-VLAN basis.

- Configuring the leave time on a VLAN overrides the global setting.

« The default leave time is 1000 milliseconds.

 The IGMP configurable leave time is only supported on hosts running IGMP Version 2.

« Theactual leavelatency in the network isusually the configured leave time. However, the leave time
might vary around the configured time, depending on real -time CPU |oad conditions, network delays
and the amount of traffic sent through the interface.

Beginning in privileged EXEC mode, follow these steps to enable the IGMP configurable-leave timer:

Command Purpose
Stepl  configureterminal Enter global configuration mode.
Step2  ip igmp snooping Configure the IGMP leave timer globally. The range is 100 to 5000
last-member-query-interval time milliseconds. The default is 1000 seconds.
Step3  ip igmp snooping vlan vian-id (Optional) Configurethe IGMP leavetimeonthe VLAN interface. The
last-member-query-interval time range is 100 to 5000 milliseconds.
Note  Configuring the leave time on a VLAN overrides the globally
configured timer.
Step4  end Return to privileged EXEC mode.
Step5  show ip igmp snooping (Optional) Display the configured IGMP leave time.
Step6  copy running-config startup-config (Optional) Save your entries in the configuration file.
To globally reset the IGMP leave timer to the default setting, use the no ip igmp snooping
last-member-query-interval global configuration command.
To remove the configured IGMP |eave-time setting from the specified VLAN, use the no ip igmp
snooping vlan vlan-id last-member-query-interval global configuration command.
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